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Overview

The State Prevention System Management Information System (SPS-MIS) is an ongoing project of the Center for Substance Abuse Prevention (CSAP) to provide computer-based tools to the States in support of State substance abuse prevention activities. These tools include a process evaluation tool called the Minimum Data Set (MDS), and a general-purpose evaluation Database Builder (DbB) tool. The MDS and DbB were developed by ORC Macro under contract to CSAP, and are available at no charge to the States. These tools are designed to work in concert with CSAP’s Prevention Platform to support evaluation of prevention activities by states, communities, providers, and individuals.

System Architecture

The MDS and the DbB are Web-based client-server data collection systems. Both use Internet technology, including standard Web browsers like Microsoft Internet Explorer (IE), to collect evaluation data. Both systems are run from a central database and Web server at the State level. However, the kinds of data collected, and the scope of the data gathering effort are different. The MDS collects very specific process information, while the DbB is customizable to meet a wide variety of needs.

The Minimum Data Set was designed to collect basic process data about services provided. Like its predecessor, the diskette-based MDS1, the Web-based MDS collects a small set of well-defined data about the service as a whole. All information collected about service participants is at the group level – no information on individual participants is collected. MDS data include the type of service, target audience, group and activity information, dates the service was performed, and applicable CSAP strategy. Other data such as item counts, group demographics, or State-defined custom fields may be collected through the MDS depending on State preferences. In all cases, the MDS data collection is uniform across the State and implements extensive validations to ensure that it is internally consistent.

The Database Builder is a general-purpose tool for collecting a wide variety of data at multiple levels. While it was designed to support program evaluation, the DbB can be applied to a wide variety of data-collection tasks. The questionnaires used and the data collected can be customized by the State to meet their specific evaluation data needs. The DbB is capable of collecting demographics at the individual participant or group level, and is suitable for collecting process or outcome information. Multiple simultaneous data collections can be supported.

Both systems are designed to run under State control, and do not require continued Federal or ORC Macro involvement for their ongoing operation. All data collected are owned and controlled by the State. A server at the State level runs the application code and serves as the repository for all data collected by either system. The Internet allows providers to communicate with this server over the Web. Data can be entered from any location where an Internet connection and Web browser is available.

Both tools have been designed with common platform requirements, so that a State can choose to deploy either or both systems using the same server. The primary purpose of this document is to spell out this platform: the hardware and software infrastructure requirements required for States planning to deploy MDS or DbB (or both) systems.

Software Versions and Version Numbering Standard

The server and workstation requirements in this document apply to all MDS versions 4.0 and higher, and all DbB versions 2.0 and higher. This document will be revised if substantial changes are made to the platform configuration. Previous versions of the MDS and DbB have different requirements, as discussed in prior editions of this document.

The version numbering system helps CSAP, its contractors, and the States agree on which particular programs are being discussed. A version number is used to identify each specific edition of the Minimum Data Set or the Database Builder. The version number consists of an abbreviation to indicate the system (MDS or DbB), plus a two-digit version number in decimal form. The first digit of the version number is changed whenever significant changes or enhancements have been made to the software, or if a change requires migration or conversion from the previous version. For example, the MDS went from version 3.5 to version 4.0 when the software was converted to run on Cold Fusion MX.

The second digit of the version number is increased when the changes or enhancements do not require a conversion or migration effort. Thus, MDS 4.1, MDS 4.2, and so on follow MDS 4.0 as enhancements are made. Minor fixes or improvements that do not warrant a new version number are made to the software from time to time. These bug fix releases are distinguished by date. For example, the current version of MDS might be “mdsmx_4_1a_release_01_05_2004”. Future updates of might MDS 4.1 might be “mdsmx_4_1b_02_12_04.” The release that is chronologically most recent is the “newest” or “latest” version of the software.

Server and Workstation Configurations

Recommended Configuration

The SPS-MIS evaluation tools are client-server applications. Therefore, States intending to deploy either or both tools must have at least one server, and one or more (usually many more) client workstations. The MDS and DbB can share server resources if a State intends to deploy both tools. Clients can also be shared between MDS and DbB; so there is no need to arrange for separate client workstations. The following tables show the recommended configuration for servers and client workstations for either or both tools.

Server Recommended Configuration

	Item
	Description

	Processor
	Intel Xeon, 2.0 Ghz or faster

	Memory
	1Gb

	Disk
	2 36Gb SCSI drives, mirrored

	Operating System
	Microsoft Windows 2000 Server SP 4

	Database Server
	Microsoft SQL Server 2000 SP 3a

	Web Server
	Apache 2.0.48

	Web Application Language
	Macromedia Cold Fusion MX Standard 6.1

	Connectivity
	T1 or better connection


Workstation Recommended Configuration

	Item
	Description

	Operating System
	Microsoft Windows 2000 or XP Professional

	Processor and Memory
	Any that are compatible with the operating system

	Web Browser
	Microsoft Internet Explorer 5 or later

	Connectivity
	Broadband (cable modem, DSL, ISDN) connection


Absolute Minimum Requirements

Particularly in situations where the SPS-MIS tools will be lightly or infrequently used, computer equipment considerably less capable than the recommended configuration can be successfully used. The following tables represent the minimum tested configuration. The tables are representative, and not every possible combination of hardware, OS, server software, and Web browser has been tested.

Overall system performance is particularly sensitive to the server configuration. A server that barely meets these minimums will perform poorly under any significant load. A minimum capacity server may be inadequate for storage of large amounts of data, and may be unacceptably slow for everyone using it. However, a minimum-capability workstation can perform adequately (if slowly), and only limits the person using that workstation. Minimal and more advanced workstations can be freely mixed in any numbers. Therefore, inexpensive and less-capable, or second-hand client workstations may be useful for smaller providers, or in situations where greater resources are not available.

States that are considering alternatives to the recommended configuration are advised to read the detailed configuration discussion below for more information about specific versions and compatibility issues.

Server Minimum Requirements

	Item
	Description

	Processor
	Intel, AMD or x86 compatible, 350Mhz or faster.

	Memory
	256Mb minimum

	Disk
	4Gb minimum

	Operating System
	Microsoft Windows 2000 or 2003 Server

	Database Server
	Microsoft SQL Server 2000

	Web Server
	Apache 2.0 or higher

iPlanet FastTrack 3 or higher

Microsoft Internet Information Server 3 or higher

	Web Application Language
	Macromedia Cold Fusion MX (Standard, Server or Enterprise)

	Connectivity
	Business-class DSL or better connection.


Workstation Minimum Requirements

	Item
	Description

	Processor and Memory
	Any PC or Macintosh

	Operating System
	Microsoft Windows 98, 98se, NT, Me, 2000 or XP

Mac OS 9 or OS X

	Web Browser
	Microsoft Internet Explorer 4.0 or higher 

Netscape Navigator 4.7 or higher

Opera 4.0 or higher

Mozilla 1.2 or higher

Safari 1.0 or higher

	Connectivity
	28.8kbps modem or faster


Server Configuration

The state must install the SPS-MIS evaluation tools on a suitable server. This can be a dedicated server or servers used just for the SPS-MIS tools. Alternatively, suitable servers can be shared with other applications. The recommended server operating system is Microsoft Windows 2000 Server, with the most recent Service Pack (SP 4 as of this writing) installed. Earlier versions of Windows 2000 Server are supported, but not recommended due to security and stability issues. Older Microsoft server operating systems (such as Microsoft Windows NT Server 4.0) are obsolete and will not be supported. Microsoft Windows 2003 Server is not yet a supported configuration, but is expected to work. Other versions of Windows or other operating systems are not supported for the server (but see the discussion under “Alternative Platforms”, below).

The ideal server configuration is two Windows 2000 server systems, each with 2.0 Ghz (or faster) Intel Xeon CPUs and 1Gb RAM. One of these systems will be the database server, running SQL Server. The other system is the Web server, and will run Apache and Cold Fusion. States anticipating a heavy workload may wish to invest in multiprocessing (or multiprocessor upgradeable) servers and additional RAM. The application also scales very well to multiple load balanced Web server configurations.

Web Server

Web server software is required to implement the Web server system. The latest stable version of Apache (2.0.48 at the time of writing) is recommended for this task. The Apache Web server, and supporting software such as Tomcat, is available at no cost from the Apache Software Foundation (www.apache.org). Apache is the recommended Web server for SPS-MIS applications due to its stability, security, and ease of administration. It is anticipated that many States will have Microsoft Internet Information Server systems available. SPS-MIS applications will be supported on the IIS server, but this is not a recommended configuration. Similarly, sites running iPlanet FastTrack Server (which was the Web server of choice for earlier versions of the SPS-MIS tools) will continue to be supported. 

Web Application Language

Macromedia Cold Fusion MX is required as the Web application language. The MDS and DbB application programming code is written in Cold Fusion Markup Language (CFML), and the Cold Fusion MX Standard product is required to execute it. The most recent version, Cold Fusion MX Standard 6.1 is the recommended version, however current MDS and DbB releases will also execute on Cold Fusion MX 6.0 installations. Versions of Cold Fusion prior to Cold Fusion MX are not supported.

Different versions of Cold Fusion have used various terminologies to refer to the Standard server product: in addition to “Standard”, the server product has been labeled “Server” or “Professional” in the past. The “Trial Edition” and “Developer Edition” of Cold Fusion MX are different products, and not suitable for production deployment of the SPS-MIS tools. The “Trial Edition” is limited to 30 days’ use, and converts itself to the “Developer Edition” once the time limit has expired. The “Developer Edition” is intended to give programmers a free server to use in debugging their code. It limits the number of end-user connections, making it useless for MDS or DbB data collection.

There is no advantage to the higher-cost Cold Fusion MX Enterprise 6.1 for most MDS or DbB installations. States that plan to use a Web server farm to deploy the MDS or DbB to a very large number of end-users may wish to investigate the multiple server failover and distribution features of the Enterprise edition.

Database Server

The database server system uses Microsoft SQL Server to provide a relational database management system for the SPS-MIS applications. Both applications use this SQL database as the repository for data collected over the Web. The database server must have Microsoft SQL Server 2000, with the most recent Service Pack (SP 3a at the time of this writing) installed. Earlier versions of SQL-Server 2000 are supported, but strongly discouraged due to security and stability issues. Older versions of SQL-Server (such as SQL-Server 7.0) are not supported.

Scalability

The Web server and the database server are typically installed on two different sets of hardware. Two single-processor servers should provide sufficient capacity for initial deployment the MDS or DbB. The same servers can be used to support both applications if desired. Faster or multiprocessor systems could support other applications in addition to the SPS-MIS tools. For light to moderate loads, both the database and the Web server functions can be combined on one single or dual processor server. It is feasible to install the system on a single server, and plan to migrate to multiple servers as additional providers come on-line and the load on the server increases. It is also feasible to install the system on single-processor servers that offer a multi-processor upgrade path. Additional CPUs can be added to the system to increase server capacity at a later date.

For very high loads, a multiprocessor database server can support several load balanced Web servers. In this configuration, several Web servers have identical copies of the SPS-MIS tools, and incoming Web requests are directed to the appropriate Web server by the load balancing system. This ensures adequate processing power for all end-users. Macromedia Cold Fusion MX Server Enterprise Edition or other Web site management products may be helpful in managing such a server farm.

Security

The recommended configuration above does not include any encryption features for MDS or DbB Web traffic. MDS data are at an aggregate level, and since no individual information is collected on participants, there is usually no need for encrypted access to the MDS. The data collected by DbB can vary depending on the State’s needs. States must assess their security needs for DbB data once the data collection instruments have been designed, and determine the needed security measures.

If security is desirable, the SPS-MIS tools can support a variety of security mechanisms. The most common security measure would be to add Secure Socket Layer (SSL) support to the Web server, thereby encrypting all traffic to and from the applications. Both the Apache and IIS Web servers can support weak (export-grade) or strong SSL encryption for the MDS and DbB. The use of strong SSL encryption on the server may require end-users to install a browser that is compatible with strong encryption. 

In addition to SSL, Apache can support a variety of authentication methods, including the use of client-side certificates, if the password authentication built into the SPS-MIS tools is insufficiently secure. Finally, both the MDS and DbB are compatible with additional security measures, such as Virtual Private Networks, that may be deployed to increase the security for sensitive MDS or DbB data.

Alternative Server Platforms

Since the MDS and DbB are Cold Fusion applications, any Web server configuration that can support Cold Fusion should be able to host the SPS-MIS tools. In theory, suitable systems include non-Intel hardware such as Apple XServe or Sun Microsystems products, alternate (non-Windows) operating systems such as OS X, SunOS, or Linux, and alternate Web server software. These Web server configurations have not been tested, and States attempting to implement such as solution should expect to do considerable testing and debugging as part of their deployment. 

The MDS and DbB use the Microsoft T-SQL dialect to talk to the relational database management system. Therefore, access to a Microsoft SQL Server database server must be available. States that wish to use a alternate database server (such as Oracle) should expect a significant programming effort to convert the database queries to another dialect.

System Administration

Disk redundancy and server backup are strongly recommended for data integrity, although not absolute requirements for system operation. Mirrored drives can provide redundant and fault-tolerant disk operation at a reasonable price. States that require additional performance or fault-tolerance options may use any type of hardware or software RAID that is supported by Microsoft Windows 2000 Server. A tape backup system with off-site storage is strongly recommended to provide a basic disaster recovery capability. Any tape backup system that is compatible with Microsoft Windows 2000 and Microsoft SQL Server 2000 is suitable for use with the MDS and DbB software.

The purchase price of the server hardware, operating system and server application software (Microsoft SQL Server and Cold Fusion) purchase or licensing costs are not included with the SPS-MIS tools. Any backup systems, cabling and power infrastructure, internet service provider agreements, bandwidth charges, and other routine operation and maintenance costs are also not provided with the SPS-MIS tools. All of these costs would be the responsibility of the State, or State contractors. Technical assistance in all aspects of installing and configuring the SPS-MIS tools, including server set-up and configuration, will be available from CSAP via ORC Macro.

In addition, ORC Macro has a program designed to help States bring up the MDS and DbB quickly. Under this program, ORC Macro will make server space available to the State at no cost for the initial year of service. This will allow states to begin collecting evaluation data, even while the (often lengthy) process of procuring server hardware and licenses is still in progress. Please contact Mr. Billy Jones or Ms. Molly Delaney at ORC Macro for details on this program, and a sample contract.

Connectivity

Since the MDS and DbB are both Web-based systems, the server and the potential end-users must have Internet access. The highest bandwidth requirement is for the State server. Broadband or high-speed connectivity is highly recommended for this system. The software has been designed and tested with T-1 (1.5Mbps) connectivity to the server for both upload and download. High speed SDSL connectivity that provides at least 1.5Mbps would also be ideal. For smaller deployments, fractional T-1 or SOHO-grade (small-office/home-office, also known as “Business Class”) ADSL would be workable, although not ideal. Many of these service packages have limited upload (transmit) bandwidth, which would severely limit the performance as multiple end-users signed onto the system.

Workstation Configuration

The MDS and DbB are Web-based programs, and require only a standard Web browser for the user to access all of the features of the system. The current version of the MDS is designed to support recent versions of Microsoft Internet Explorer on Windows PCs. The recommended browser is Internet Explorer version 5 or newer. Some features, such as rapid data entry mode, require the recommended browser. However, testing has been done to ensure that the applications will work with most browsers, including accessible browsers, and low-bandwidth text-only connections.

Suitable Systems

Any Windows PC that is capable of supporting an Internet connection and running a Web browser will be suitable for use as a client workstation. The recommended configuration is an Intel 100% compatible PC running at 200Mhz or faster, with at least 64Mb of RAM (less, if graphical reports are not used). This includes most computers with Intel Pentium, Pentium II, Pentium III, Pentium 4, Celeron, or AMD K6, K6II, K6-3, Athlon, Duron, or Thunderbird processors. Suitable operating systems include Microsoft Windows 2000 and XP with Microsoft Internet Explorer 5.0 or newer. Older versions of Microsoft Windows, including 98se and Me should also be suitable. Obsolete versions of Windows, such as 98, 95, and NT Workstation have not been tested.

Any Macintosh PC that is capable of supporting an Internet connection and running one of the listed Web browsers is also suitable for use as a client workstation. The SPS-MIS applications are tested on PowerMac G4 systems with Mac OS X using Microsoft Internet Explorer and Safari. Other Mac configurations (such as older G3 systems, and Mac OS 9) or alternate browsers should be functional, but have not been extensively tested. Older Macintosh PC’s using OS 8 or earlier may not be suitable.

Additional browsers that have been tested on different workstation platforms include Netscape Navigator, Mozilla, Opera, and Lynx. Versions of the MDS before 3.3 will generate a warning if an unrecognized or “non-standard” browser is detected. In the case of Opera 4 or higher and Mozilla, the warning can be safely ignored. In the case of other browsers that do not fully support standard JavaScript, some features will be unavailable. Accessible browsers have also been tested, and the MDS and DbB are both designed as accessible applications. Linux and other operating systems that support one of the listed browsers should be compatible, but have not been tested and are not supported.

A wide variety of combinations of hardware, operating system, and browser are possible, and not all permutations have been tested. Even if all components are listed above as “suitable”, it is possible that a specific version or combination may not work. States that are planning to support a wide variety of platforms should plan to have internal Information Technology support resources available for first-line troubleshooting with end-users.

Connectivity

Internet access is required for all end-users that will interact with the MDS or DbB, although the connectivity requirement is lower for workstations than the server. The MDS and DbB have been designed to make it possible to use the software with only a voice-grade dial-up capability. The system will function well with inexpensive and standard 56Kbps modems and analog telephone lines, and is workable even with a 28.8Kbps modem. Higher-speed connections, such as ISDN, cable modem, or consumer grade DSL are desirable, but not required. America On-Line services should suffice for end-users, but has not been tested.

Training and Technical Support

The SPS-MIS tools have an interface that is intended to be consistent across the MDS and DbB. This differs from the earliest versions (which were designed to have an interface as close as possible to the Paradox-based MDS1 application). The SPS-MIS tools have been designed to follow conventional Web practice. This will help reduce training time, as it is increasingly likely that the end-users working with the system will already have Web experience. Training resources for the MDS and DbB are in active development, and will be made available with the software.

Meeting the Requirements

The cost of deploying the MDS or DbB can vary considerably, depending on the resources that are currently available in the State, and the level of technical expertise of both the State information systems staff and the end-users. In a best-case scenario, maximum use of existing assets can be made to significantly reduce the cost of installing the SPS-MIS tools. If existing servers and licenses can be used, it is possible to implement the MDS or DbB without procuring addition hardware or software.

A common deployment scenario would involve the purchase of a new single processor server and full software licensing (for Windows 2000 Server, SQL Server, and Cold Fusion). In this case, a minimum system could be set up for under $15,000. A larger-capacity installation that requires two servers would begin around $20,000. None of these costs include the cost of the time for technical staff to install and maintain the systems. System setup and operational costs can vary widely depending on local conditions and in-house or contractor expertise, and would be ongoing over the life of the SPS-MIS tools. Technical support from CSAP, via ORC Macro, is available for system setup.

ORC Macro has a program available where server space will be made available to the States. There is no charge for this service for at least the first year. ORC Macro staff would handle all system installation, configuration, and maintenance. At the conclusion of the start-up period, ORC Macro technical staff will migrate the data to a State server for continued operation. Additional information on this program is available from Mr. Billy Jones or Ms. Molly Delaney of ORC Macro.

The SPS-MIS tools were designed to minimize the costs to the end-user. They are designed to work with almost any computer system that is capable of ordinary Internet access, including the public-access terminals available at many public libraries. Suitable systems can currently be purchased new for less than $500, and workable systems can be had on the used or surplus market for almost nothing. End-users of the SPS-MIS tools will also require Internet access. Suitable dial-up access is available in most areas of the country for under $25 per month.
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